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1.) Overview

This document is provided as a user guide for the CentOS Stream 8 - Grafana & Prometheus
product offering on the Azure Marketplace. Please reach out to support@cloudimg.co.uk if
any issues are encountered following this user guide for the chosen product offering.
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2.)Access & Security

Please update the security group of the target instance to allow the below ports and
protocols for access and connectivity.

Protocol Type Port Description
SSH TCP 22 SSH connectivity
TCP TCP 3000 Grafana Web Interface

3.)System Requirements

The minimum system requirements for the chosen product offering can be found below

Minimum CPU Minimum RAM Required Disk Space
1 1GB 20GB

4.) Connecting to the Instance

Once launched in the Azure Virtual Machines Service, please connect to the instance via an
SSH client using the azureuser with the key pair associated at launch. Once connected as the
azureuser, you will be able to sudo to the root user by issuing the below command.

Switch to the root user

sudo su -

5.) On Startup

An OS package update script has been configured to run on boot to ensure the image is fully
up to date at first use. You can disable this feature by removing the script from
/stage/scripts/ and deleting the entry in crontab for the root user.

Disable the OS update script from running on reboot

rm -f /stage/scripts/initial boot update.sh
crontab -e

#DELETE THE BELOW LINE. SAVE AND EXIT THE FILE.
@reboot /stage/scripts/initial boot update.sh
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6.) Filesystem Configuration

Please see below for a screenshot of the server disk configuration and specific mount point
mappings for software locations.

Filesystem Size Used Avail Use$% Mounted on
devtmpfs 1.9G 0 1.9G 0% /dev

tmpfs 2.0G 0 2.0G 0% /dev/shm

tmpfs 2.06 8.5M 1.9G 1% /run

tmpfs 2.0G 0 2.0G 0% /sys/fs/cgroup

/dev/nvme0Onlp2 38G 3.1G 33G 9% /

/dev/nvmeOnlpl 2.0G 121M 1.7G 7% /boot

tmpfs 391M 0 391M 0% /run/user/1002
/dev/nvmelnl 9.8G 37M  9.2G 1% /var/lib/grafana
Mount Point Description
/boot Operating System Kernel files
/var/lib/grafana Grafana Data Directory

7.) Server Components

Please see below for a list of installed server components and their respective installation
paths. The below versions are subject to change on initial boot based on the
initial_boot_update.sh script finding new versions of the software in the systems package
repositories.

Component Version Software Home
Cloud-Init 22.1-1 /etc/cloud
Grafana 9.3.6 /etc/grafana
Prometheus 2.34 /opt/prometheus-2.34.0
Azure CLI 2.53.1 /lib64/az
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8.) Scripts and Log Files

The below table provides a breakdown of any scripts & log files created to enhance the
useability of the chosen offering.

Script/Log Path Description
Initial_boot_update.sh /stage/scripts | Update the Operating System with the
latest updates available.
Initial_boot_update.log /stage/scripts | Provides output for initial_boot_update.sh

9.) Using System Components

Instructions can be found below for using each component of the server build mentioned in
section 7 of this user guide document.

Azure CLI

Using Azure CLI - as any OS user.

az

Cloud-Init

Edit the /etc/cloud/cloud.cfg file to reflect your desired configuration. A link to the cloud-init
official documentation can be found below for referencing best practise for your use case.

https://cloudinit.readthedocs.io/en/latest/

vi /etc/cloud/cloud.cfg

Prometheus
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A system service has been created for Prometheus. You may stop, start or check the status
of the service via the below commands.

#START THE PROMETHEUS SERVICE

systemctl start prometheus

#STOP THE PROMETHEUS SERVICE

systemctl stop prometheus

#CHECK THE STATUS OF THE PROMETHEUS SERVICE

systemctl status prometheus

Grafana

The Grafana service has been configured to start on boot. You can stop, start and check the
status of the service via the below commands.

#START THE GRAFANA SERVICE

systemctl start grafana-server

#STOP THE GRAFANA SERVICE

systemctl stop grafana-server

#CHECK THE STATUS OF THE GRAFANA SERVICE

systemctl status grafana-server

Once the service has been started, the Grafana Web Interface will be available from the
below URL. Please exchange the values between <> to match that of your instance.

<PUBLIC/PRIVATEIP>:3000
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Welcome to Grafana

Email or username

admin

Password

Forgot your password?

[ Documentation | ( Support | (@ Community | Open Source | v9.3.6 (978237e7ch)

Enter default username - admin
Enter default password - admin

Click Log in

Welcome to Grafana

New password

Submit

[ Documentation | ( Support | (@ Community | OpenSource | v9.3.6 (978237e7cb)

Set a new password for the admin user

Click Submit
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88 General / Home

Welcome to Grafana Need help? pocumentation Tutorials Community Public Slack

Remove this panel

E TUTORIAL DATA SOURCES DASHBOARDS
The steps below will DATA ND DA

guide you to quickly
finish setting up your oo
Grafana installation. Set up and understand Grafana if you have no prior experience. @ oo
This tutorial guides you through the entire process and covers the

“Data source” and “Dashboards” steps to the right.

Add your first data source Create your first dashboard
Grafana fundamentals

Organization: Main Org

SERIEROEEIID G Learn how in the docs & Learn how in the docs &7

APl keys

Preferences

Plugins Dashboards Latest from the blog

Teams Feb 1

Users HIRE

equal voi

The HIRE Learning series gets inside the brains of hiring

Configuration managers who are looking for smart engineers, passionate
If you are managing a good work- Grafana users, and observability enthusiasts to join their

life balance, it will allow you to grow teams. Find out what questions they ask, what red flags
both personally and professionally.
Nilesh Teowani
Y s s b succeed. Nikhilesh Tekwani has places to go. The Senior

Data sources boards

they look for, and what helps their teams

Software Engineering Manager at Wells Fargo already had
his 2023 vacations planned a year in advance — winter
break, spring break, and a dream summer vacation to the

Configuration

rganization: Main Ort

§ Data sources

No data sources defined

B Add data source

4 ProTip: You can also define data sources through configuration files. Learn more

54.234.147.122:3000/datasources/new

Click Add data source
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Add data source

« Cancel

Time series databases

& Learn more

InfluxDB
pen sour

OpenTSDB
Open source time s

o

Core

Logging & document databases

Loki

fif Settings 53 Dashboards

Configure your Prometheus data source below

(6)

Or skip the effort and get Prometheus (an: ully e, and h ana with the a Cloud plan

© Alerting supported

Name © Prometheus Default

http://localhost:9090
Allowed cookies

Timeout

Auth
Basic auth ®  With Credentials
TLS Client Auth ( ] With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers

In the URL field enter: http://localhost:9090

Leave all other options as default & scroll to the bottom of the page and select Save & test
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http://localhost:9090/

+ Add header

Alerting

Manage alerts via Alerting Ul

Scrape interval
Query timeout.

HTTP method

Type and version

Prometheus type

Misc
Disable metrics lookup

Custom query parameters

Exemplars

+ Add

Data source is working

» Details

A pop up will appear stating that the Data source (Prometheus) is now working.

You may now continue to use Grafana & Prometheus as per your requirements.
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